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 Implement allocateMemory when no more main memory is available?
* Don't terminate? Return invalid memory address? Terminate immediately?
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| Problem | Solution | Related Work | Future Work

MBTC Discovery of contingencies far,nfé?,f,ﬁi?’é/ /
 Implement allocateMemory when no more main memory is available?
* Don't terminate? Return invalid memory address? Terminate immediately?
e Or communicate the OutOfMemory-Situation?
e OutOfMemory: availableMemory < requiredMemory

 Fullfilled, but not specified: behaviour undefined
« Specified in callee, excluded in caller: specification contradiction
« Specified and nothing done: caller postconditions violated

« Specify (postcondition) and ,signal® somehow
» Defined and known before runtime
» Unsatisfactory for continuation, handle!
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MBTC Definition Contingency o nstitut / /

Christian-Albrechts-Universitat zu Kiel

An Error is a situation, the conditions of which contradict the specification.
« Error = specification violation = undefined conditions

» Definition Contingency:
A Contingency is a situation, that is
- described within the specification of a module, and
- represents a module result

- where the task or function, which calling modules depend on, was not
performed.

« Usually perceived as errors/specification violation of the caller,
but are not the same because conditions defined

 Indicating could or should not fulfill its usual work, work refusal
« Specified, but unsatisfactory
* Potential appearance known in advance
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Terms | Problem | Solution | Related Work | Future Work

MBTC Current recommendations don't work! f,f’m‘i,i/ /
Contingencies:

 Happen in the real world

e Disrupt services, ignoring leads to violations

e Conditions exactly known, should be handled normal

 Handle as part of normal code. Should not be regarded as error.

 How should they be communicated and handled?
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MBTC Current recommendations don't work! far,nfé?,iﬁi?é/ / /

Contingencies:

Happen in the real world

Disrupt services, ignoring leads to violations

Conditions exactly known, should be handled normal

Handle as part of normal code. Should not be regarded as error.
How should they be communicated and handled?

Common recommendations:

Exceptions only for errors, e.qg., [Meyer88]
Declare (special values), e.g., [Bloch03] and redeclare, e.g. [Cristian935]

e Abstract implementation details, e.g., [BlochO3]

Where is the problem?

Contingencies are omnipresent, accumulate, are implementation
dependent and must not be abstracted
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@mBTCc Only few? What can happen, when calling ... farmfé?,f,i’ﬁ';-':f///

 OpenFile?
FileNotFound, DirectoryNotFound, DriveNotFound, FileReadOnly,
DirectoryReadOnly, DriveReadOnly (HW-Switch), FileNamelnvalid,
DirectoryNamelnvalid, DriveNamelnvalid, FileLocked, DrivelLocked,
MediaNotinserted, MediaNotFormatted, DiskFull,
NoAvailableFileHandles, EndOfFile, NetworkDisconnected,
QuotaOverflow, DiskEjected, DisklOError, ...

 ExecuteSQLStatement?
ColumnNotFound, TableNotFound, SchemaNotFound,
DatabaseNotFound, InvalidColumnName, InvalidTableName,
InvalidSchemaName, InvalidDatabase, RecordLocked, TableLocked,
TableSpaceFull, ...
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Terms | Problem | Solution | Related Work | Future Work
Systematic problem: nstitut

fiir Informatik

MBTC . . .
contingencies are omnipresent

H- Acrobat Reader - [oracle_error_messages_a96525pdf] - O] x|
'@Qatei Bearbeiten  Dokument  ‘Werkzeuge Anzeige Fenster Hilfe _ 18] x|

CBS@®-#E K> |6 [OR- -8 - @ [ e 2
B- Lesezeichen v ﬂ
2°

_;j Contents __J
[1Send Us Your Comments

(] Preface ORA-00000 to ORA-00899

™4 ORADIS00 to DRA 02099 ORA-D0000 normal, successful completion

5 ORA-02100 to ORA-04099

Cause: Anoperation has completed normally, having met no exceptions.

[ Piktogramime Y‘fLesezeichen .

"jE ORAD4100 to ORA-D7493 Action: Mo action required.
""" J? ORAO7500 to DRAOIE57 ORA-GO00] unique constraint (string.string) violated
""" jB ORA-D3858 to ORA-12293 Cause: An UPDATE or INSERT statement attempted to insert a duplicate key.

------ (19 ORA-12300 to ORA-12339
------ (110 ORA-12400 to ORA-12699

Action: Either remove the unique restriction or do not insert the key.

11 ORA-12700 to ORA-19399 ORA-0001T session requested to sel trace event
12 ORA-19400 to ORA-24279 Cause: The current session was requested to set a trace event by another
13 DRA24280 to ORA-29248 session.

...... j 14 ORA-29250 to ORA-32700 Action: Thisis used internally: no action is required.

""" J 15 ORA-32800 to ORA-32333 ORA-D0018 maximum number of sessions exceeded

""" —‘] 18 ORA-33000 to ORA-B5535 Cause: All session state objects are in use.

-] Part Il0 Oracle Database Server Utilities Me
[JPart Vo Core Library Messages
j Part %0 PL/SGL Messages ORA-D001Y maximum number of session licenses exceeded
| ] Part vio Oracle OLAP Catalog Metadata Me Cause: All licenses are inuse.
[ Part vllo Metwark Messages Action: Increase the value of the LICENSE MAX SESSIONS initialization
[ Part Willo Precormpiler Messages parameter.
1] Part %0 intertedia Messages
| & [ Part X0 Oracle Text Messages
| E-[ ] Part Xlo %ML Messages
=[] Part ¥llo Oracle Trace Messages
;_Lj Index ORA-0002] session attached to some other process: cannot switch session

Action: Increase the value of the SESSIONS initialization parameter.

ORA-G0020 maximum number of processes (string) exceeded
Cause: All process state abjects are in use.

Action: Increase the value of the PROCESSES initialization parameter.

<] | _LIJ_QJ M 4| 35von2186 P M 1a05x2266mm O | HO::_DEID — 2_1. =
http://download.oracle.com/docs/cd/B10501_01/server.920/a96525.pdf

e Substantial amounts are contingencies cleanly intercepted and
documented at development time
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Systematic problem:

BTC y . p fur Infc!rmgi‘lls / /
contingencies accumulate b
traveIBusmessA traveIBusmessB( traveIBusmessC( )

@@QOQ EE ©O0oo00o

WebService: ... bookHotelAndFlighty(...) © QT ©
‘CombinationNotPossible © © 00

@) @)
.. reserveRoom(...) ... bookRoomReservation(...)
InvalidRoomCriteria, ! RoomReservationExpired
NoRoomAvailable ?
.. reserveFlightSeat(...) © ... bookSeatReservation(...) O
InvalidSeatCriteria, SeatReservationExpired
NoSeatAvailable saveData(...)
ConcurrentAccess
\
.. openFile(...) ©

FileNotFound, ...

v

.. allocateMemory(...)
OutOfMemory
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Systematic problem:

BTC y . p fur Infc!rmgills / /
contingencies accumulate b
traveIBusmessA traveIBusmessB( traveIBusmessC( )

@@OOQ g% ©O0oo00o

WebService: ... bookHotelAndFlighty(...) © QT ©
ComblnatlonNotPOSS|bIe CO0o00

O
C_D_ reserveRoom(...) ... bookRoomReservation(...)
InvalidRoomCriteria, ! RoomReservationExpired
NoRoomAvailable ?
... reserveFlightSeat(...) © ... bookSeatReservation(...) ©
InvalidSeatCriteria, SeatReservationExpired
NoSeatAvailable  saveData(...) O @oocccccccecco
Redundancy!
Declaring OR handling
EVERYWHERE

IS NOT recommended!
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EBBTC Systematic problem: nstitut / /
implementation dependency e
... travelBusinessA(...) ... travelBusinessB(...) ... travelBusinessC(...)

@ o ) ©
©Oo00 ©Oo0 ©O©oo00

WebService: ... bookHotelAndFlight(...) © G O
CombinationNotPossible © © OO

o @)
... reserveRoom(...) ... bookRoomReservation(...)
InvalidRoomCriteria, ! RoomReservationExpired
NoRoomAuvailable ?
... reserveFlightSeat(...) © ... bookSeatReservation(...) ©
InvalidSeatCriteria, Y SeatReservationExpired

NoSeatAvailable | saveData(...)
ConcurrentAccess

v

... executeSQL(...)O
TableNotFound, ...

v

... allocateMemory(...)
OutOfMemory
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EBBTC Systematic problem: nstitut / /
implementation dependency Wi
... travelBusinessA(...) ... travelBusinessB(...) ... travelBusinessC(...)

@ o ) ©
©Oo00 ©Oo0 ©O©oo00

WebService: ... bookHotelAndFlight(...) © CH=———_— O

Maintainability!
Declaring OR handling
EVERYWHERE

IS NOT recommended!

NoSeatAvailable ...savebata(...)
ConcurrentAccess

v

... executeSQL(...)O
TableNotFound, ...

v

... allocateMemory(...)
OutOfMemory
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ABTC Systematic problem: sttt / /
abstraction of implementation is no solution .2
... travelBusinessA(...) ... travelBusinessB(...) ... travelBusinessC(...)
WebService: ... bookHotelAndFlight(...) OutOfMemory, DiskFull, NoSeatAvailat
CombinationNotPossible
... reserveRoom(...) ... bookRoomReservation(...)
InvalidRoomCriteria, ! RoomReservationExpired
NoRoomAuvailable 9
... reserveFlightSeat...) ... bookSeatReservation(...)
InvalidSeatCriteria, v SeatReservationExpired
NoSeatAvailable saveData(...)
ConcurrentAccess
\
... openFile(...)

FileNotFound, ...

v

... allocateMemory(...)
OutOfMemory
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ABTC Systematic problem: nstitut / /
abstraction of implementation is no solution .27
... travelBusinessA(...) ... travelBusinessB(...) ... travelBusinessC(...)
WebService: ... bookHotelAndFlight(...) OutOfResource
CombinationNotPossible
... reserveRoom(...) ... bookRoomReservation(...)
InvalidRoomCriteria, ! RoomReservationExpired
NoRoomAuvailable 9
... reserveFlightSeat(...) ... bookSeatReservation(...)
InvalidSeatCriteria, v SeatReservationExpired
NoSeatAvailable  saveData(...) — |

Solution for OutOfMemory: swapping on disk
Solution for DiskFull: select other disk, ...
Solution for OutOfResource?
Abstracting NOT recommended! React specifically!
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Terms | Problem |[Solution| | Related Work | Future Work

. - Institut
MBTC Objectives i Informatik / /
 Distinguish contingencies
« Simple communication between the call levels
 Determine automatically at development time
 Get complete documentation of all levels

« Enable forward recovery (ascertaining, repairing, continuing)

- Even for physical side effects
- Avoid complications of conventional interfaces

« Enable overriding any handling by outer context
with broader knowledge and component access

« Keep information hiding as far as possible
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Terms | Problem |[Solution| | Related Work | Future Work

4IBTC Overview of solution

Deficiencies of conventional exception mechanisms
» Ascertaining

» Repairing

e Continuing

* Overriding

Proposed Solution

e Ascertaining interactively

« 3-fold separation (coined by Common Lisp [Pitman90])
 Reversed search order
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 Ascertain to handle

« Do you know the contingencies of your last program?

« Can you enumerate them completely?
E.g., where can DiskFull happen? Why Not?
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Terms | Problem | Solution| | Related Work | Future Work
MBTC Handle them, but which? i Informatik / /

« Ascertain to handle
« Do you know the contingencies of your last program?

« Can you enumerate them completely?
E.g., where can DiskFull happen? Why Not?

« Conventionally, cannot be ascertained before runtime

» Repair possibilities cannot be applied purposefully before runtime.
* Instead manually in interface, automatic ascertaining

* To be ascertainable contingencies must be marked in the source
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MBTC Repair by access to implementation details far,nfé?,iiii?;i/ /
Example:
« ,DiskFull” while saving data on disk,

 Regardless, where the problem occurred,
raise exception multiple levels

e Let user select alternative path,
« Repair work refusal in lower level, where the problem occurred
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void main (String[] args) { // Within higher layer with GUI-access
try {
doTasks (args) ;
} catch (HardDiskFull) ({
String alt = AskForAlternativePath.execute() .result()
// set/repair currenPath to alternative, but how/where?

void saveEditedData (Data edited) throws HardDiskFull { // No GUI
if (getFree(currentPath) < edited.size()) {

throw new HardDiskFull () ;

} // ... writing data on disk
}
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MBTC Cooperation and repair of levels fmmfé?,f,i’;iﬁ-ﬁ/ /

Christian-Albrechts-Universitat zu Kiel

void main (String[] args) { // Within higher layer with GUI-access
try {
doTasks (args) ;
} catch (HardDiskFull) ({
String alt = AskForAlternativePath.execute() .result()
solve selectAlternativePath(alt) ;

void saveEditedData (Data edited) throws HardDiskFull { // No GUI
if (getFree(currentPath) < edited.size()) {
try {

throw new HardDiskFull () ;

} offer selectAlternativePath(String alternative) {
currentPath = alternative;

}

} // ... writing data on disk
}
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@mBTC Continuing after solution of contingency? far,nfé?;ii€7;§/ / /

Example:
- Loop over some files
- Work refusal occurs
- (Good solution exists, but not redundant
- Raise exception multiple levels
- Leave loop and unwind stack
- Solve contingency
* And then? Continuation! But how?
* Which line of the try-block? Try for every line?
 Transactions? For physical side effects?
« Compensation? For ignition of the 2™ propulsion stage?

« Publish internal partial state[Miller97]? Sacrifice information hiding? Interface
complications everywhere?

» Additional effort and cost before and at runtime: kind of damage!
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Terms | Problem |[Solution| | Related Work | Future Work

@mBTC Continuing after solution of contingency? Hfa,mfé’;’;i’féﬁ/ / /

« Example:

- Loop over some files
- Work refusal occurs
- (Good solution exists, but not redundant
- Raise exception multiple levels
- Leave loop and unwind stack
- Solve contingency
* And then? Continuation! But how?

The simplest and most efficient solution(!):
do NOT unwind the stack and
resume at a suitable place:
(Special) resumption!
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. . Institut
MBTC Override handling? fﬁ,,nfo?,f,;tt-’k/ /
public void print (Object document, int fromPage) ({
try {
// print

} catch (PaperJamDetected jamDetected) {
// Default problem handling: cancel and logging
logger.error ("Paper jam occured: aborting print.");

}

public void printAdvanced (Object document, int fromPage) {

try {
print (document, fromPage) ;

} catch (PaperJamDetected ja e\ea%) {
// Advanced proble '\ : thatically repair

advan edPat: oveJam() ;
priﬁ@i dY\document, jamDetected.atPage()) ;

}

 Handling can never be overridden, neither for third party nor for own code!
27/27
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@BTC Example for 3-fold separation: read log-files fa,,nfé?,iﬁi?;i/ /
thorsten—— admin —
Methods Spec./Signal Repair-Offers Handler/Decisions
1. Loop: A unwind . Malformed:
Log-Files analyselLogs skipFile skipEntry
\/
2. Loop: . unwind . Malformed:
Entries/ || ParseFile SLIEmY skipFile
Lines  /
arseEntr '‘check reparse,
P Y wellformed useValue
throw + . signal
. No unwind
unwind

Lower do not catch anything away from higher
higher can change lower
(“Polymorphism” along the stack)

Example: Idea partly Peter Seibel, Practical Common LISP http://www.gigamonkeys.com/book/beyond-exception-handling-conditions-and-restarts.htmi
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MBTC Related Work i Informatk / /

Ruzek's Contingencies [Ruzek07] Our Contingencies

,expressed in terms of intended purpose

. : e ,work refusals, defined conditions,
not in terms of implementation

regardless of level”

= Eme

Interface Abstraction

Compatible Interface Abstraction

Compatible

Domain Partition [Cristian95]:
Relation of results to its prediction by the specification for the input

Standard Domain |Anticipated Exception Domain

Failure Domain Unanticipated Domain
(,Specification Failure®)
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Terms | Problem | Solution ||Related Work|| Future Work

MBTC Related Languages and Mechanisms

Indispensable features:

1. Ascertain and interactively choose (exists nowhere, yet)
2. Dynamic search top-down (exists nowhere, yet)

3. Resumption at arbitrary level

4. Repair of afflicted implementation details

5. Multiple ,offer” at the same level
6. Exception Safety

Institut
fur Informatik
Christian-Albrechts-Universitat zu Kiel

At: Supported:

1. 2. 3. 4. 6.
Extended Exception Mechanisms X X X X
Common Lisp [Pitman90]: X X
Smalltalk [Meyer88]: X
Closures: X
Callbacks [Gruler095]:
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Terms | Problem | Solution | Related Work |[Future Work}

MBTC Future Work i sttt / /

Christian-Albrechts-Universitat zu Kiel

« Formalization: set based, similar to [Cristian95]

* Open Source Implementation for Java: extension of
- Syntax
- Compiler
- Standard lib

« Participants are welcome!

 Empirical research with student software practical to explore

« Proposal for the Java Standard (JSR):

- Expert group according to JCP
- Extension of Specification
- Extension of Test suite

e Participants are welcome!
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Institut

Treat contingencies systematically

New recommendations required
 Don't declare implementation details, use exceptions
« Don't abstract and treat specifically
Extended mechanisms required (3-fold separation)
« Ascertain interactively at development time
e Don't unwind immediately
 Repair and continue
* Override inappropriate handling
New mechanisms maybe be of great help for safety critical applications
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